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Purpose - This policy is to define and establish the appropriate use of social media in the workplace.

Definitions
Social media or social networking – This refers to the use of the Internet for blogging, microblogging, media sharing, photo sharing, video sharing, wikis, discussion boards, and social networking. Social media includes text, images, audio, and video. Some examples of social media are:
· Blogs, and micro-blogs such as WordPress and Twitter.
· Social networks, such as Facebook and MySpace.
· Professional networks, such as Linkedin.
· Video sharing, such as YouTube and vlogs (video weblogs).
· Audio sharing, such as podcasts.
· Photo sharing, such as Flickr and Photobucket.
· Social bookmarking, such as Digg and Delicious.
Permitted Use – Staff may use social media only for approved agency purposes, including professional networking to support the mission of the agency. Use of social media for personal purposes is not permitted on the (Agency Name) equipment.
Social media shall not be used to transmit information or knowingly connect to sites for an unlawful or prohibited purpose, including, but not limited to the following examples:
· Discrimination on the basis of sex, race, creed, color, gender, religion, age, marital status, national origin, sensory, mental or physical disability, sexual orientation, veteran status or genetic information.
· Transmission of obscene, defamatory, profane or otherwise offensive or inappropriate language or materials.
· Personal attacks, threats, sexual harassment or sites containing sexual content.
· Transmission of privileged, protected, confidential or private information.
· Transmission of proprietary information, copyright infringement or any infringement on intellectual property.
· Expression of any campaign, political or religious beliefs.
· Conduct of a personal, outside business or other financial benefit or gain.
Agency management has the authority to monitor employee use of the Internet to ensure use is consistent with this policy. 
Privacy Issues – Employees should have no expectation of privacy in the use of Internet resources. Employees using social media should never disclose private or protected information. 
Owners of social media sites often share user activity and demographic information with third parties. This information may be captured directly during user interactions or indirectly using tracking cookies. It is important to remember that all activity conducted on social media sites is open to unrestricted public observation and users should conduct themselves accordingly.
Where the agency posts information to a site or service offered or controlled by a third party, the employee posting the information and the employee authorizing the post should, to the extent possible, include or make reference to the privacy policies or privacy notice applicable to the site or service.
The Internet is an unsecured publicly accessible network. Links and embedded files on social networking sites may contain malicious software or redirect users to inappropriate sites. Owners of social media sites commonly monitor usage activity and those activities may be disclosed to any number of parties.
Public Records – A record is defined broadly to include electronic records, including e-mail and metadata. Any record that is prepared, owned, used or maintained by the (Agency Name) potentially relates to the conduct of government and is potentially disclosable.
Consequences and Restrictions – Failure to follow this policy for using social media or participation in inappropriate use of social media may result in the loss of access privileges and corrective or disciplinary action up to and including termination.
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